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Amazon Web Services (AWS) delivers a scalable cloud computing platform with high availability and dependabili
offering the flexibility to enable customers to build a wide range of applicatidGtalping @suring he confidentiality,

integrity, and availability of our customers’ system:
and confidence. This document s intended to answer
secur e?” Specifically, AWS physical and operationa

infrastructure wunder AWS ' spedfia seaugte imgementatioaskhis doeument prosides e r
an overview of security as it gains to the following areas relevant to AWS:

Control Environment

Certifications and Accreditations

Shared Responsibility Environment

Risk Management

Secure Design Principles

Backup

Monitoring

Information and Communication

Employee Lifecycle

PhysicaBecurity

Environmental Safeguards

Configuration Management

Business Continuity Management

Backups

Fault Separation

Amazon Account Security Credentials

Network Security
Amazon Virtual Private Cloud (Amazon VPC)

AWSService SpecifiBecurity
AmazorElastic Compute Cloud (Amazon EC2) Security
Amazon Simple Storage Service (Amazon S3) Security
Amazon SimpleDB Security
Amazon Relational Database Service (Amazon RDS) Security
Amazon Simple Queue Service (Amazon SQS) Security
Amazon CloudFront Security
Amazon Elastic MapReduce Security
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Control Environment

AWS is a unit within Aazon.conthat is aligned organizationally around each of the web services, such as Amazon EC
and Amazon S3. AWS | everages various aspects of Ama
services. The collective control environment encompasaanagement and employee efforts to establish and maintain
an environment that supports the effectiveness of specific controls.

The control environment at Amazon begins at the highest level of the Company. Executive and senior leadership pl
importantr ol es i n establ i s hndooge valuest theCtopm [Eveny gmpboyed i® pravided with the
Company’'s Code of Business Conduct and Ethics, which

The AWS organizational structure provides a framework for plannireguéirg and controlling business operations.
The organizational structure assigns roles and responsibilities to provide for adequate staffing, efficiency of operation
and the segregation of duties. Management has also established authority and appedpres of reporting for key
personnel . Il ncluded as part of the Company’'s hiring
criminal checks. The Company follows a structuraédaarding process to familiarizzew employeeswvith Amazon

tools, processes, systems, policies and procedures.

Certifications and Accreditations

Amazon Web Services'’ controls are evaluated every sib»
on Auditing Standards No. 70 (SAS70) Typedit procedures.The r eport includes the f
their evaluation of the design and operational effectiveness of our most important internal control areas, avkich
operational performance and security gafeguard customer data. The SAS70 Type Il report as well as the processe
explained in this document, applies to all geographic regions within the AWS infrastructure.

AWS’ SAS70 Type |1 Control Objectives

Security Organizatiof Controls provideeasonable assurance that there is a cleg
information security policy that is communicated
throughout the organization to users.

Amazon Employee | Controls provide reasonable assurance that procedures |
Lifecycle been established so that Amazon employeser accounts
are added, modified and deleted in a timely manner and
reviewed on a periodic basis to reduce the risk of
unauthorized / inappropriate access.

Logical Security Controls provide reasonable assurance that unauthorized
internal and external amess to data is appropriately
restricted and access to customer data is appropriately
segregated from other customers.

Secure Data Handlin| Controls provide reasonable assurance that data handlin
bet ween the customer’'s po
storage location is secured and mapped accurately

Physical Security Controls provide reasonable assurance that physical acc
to Amazon’'s operations bu
restricted to authorized personnel.

Environmental Controlsprovide reasonable assurance that procedures e
Safeguards to minimize the effect of a malfunction or physical disaste
to the computer and data center facilities.
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Change Managemen Controls provide reasonable assurance that changes
(including emergency / neroutine and configuration) to
existing IT resources are logged, authorized, tested,
approved and documented.

Data Integrity, Controls provide reasonable assurance that data integrity
Availability and maintained through all phases including tsanission,
Redundancy storage and processing.

Incident Handling Controls provide reasonable assurance that system incid
are recorded, analyzed, and resolved in a timely manner.

AWSplans tocontinue efforts to obtain industry certifications in order to verify its commitment to provide a secure,
world-class cloud computing environment.

Shared Responsibility Environment

AWS servicegperate under a model of sharaésponsibility between the customer and AWSWS relieves customer
burden bymanagingphysicalinfrastructure and those components that enable virtualization. An example of this shared
responsibility would be that a customer utilizing Amazon EC2 shogidce AWS to operate, manage and control the
components from the host operating system and virtualization layer down to the physical security of the facilities ir
which the service operatedn this case the customehouldassume responsibility and maremgent of, but not limited

to, the guest operating systefincluding updates and security patchesdherassociated application softwaees well as

the configuration of theAWS providedecurity group firewall Customers shouldarefully considethe services they
choose as their responsibilities vary depending on the services and their integration. It is possible for customers
enhancesecurityand/or meet more stringent compliance requirementsth the addition ofitems suchas host based
firewalls, host based intrusion detection/preventicencryption and key management.

The nature of this shared responsibiliyovides the flexibility and customer control that permits the deployment of
solutions that meet industrgpecific certification equirements. For instance, customers have built HIEdwApliant
healthcare applications on AWGreatingHIPAACompliant Medical Data Applications witwwSwhitepapel).

Risk Management

AWS management has developed a strategic business plan which includes risk identification and the implementation
controls to mitigate or manage risks. AWS managemesveduates the strategic business plan at least biannually.
This process requiresianagement to identify risksvithin its areas of responsibility antb implement appropriate
measures to address those risks.

In addition, the AWS control environment is subject to various inteanald e xt er n al ri sk asse
Teamhas esablished an information security framework and policy based on the COBIT framanaiik transitioning

to an 1SO 27001 certifiable framewobased on ISO 27002 controlsAWS Securitynaintains the security policy,
provides security training to employeesind performs application security reviewd hese reviews assess the
confidentiality, integrity, and availability of data, as well as conformance to the information security policy.

AWS Securityegularly scans alhternet facingservice endpoiniP addresses fovulnerabilities(these scans do not
include customer instances)AWS Securitgiotifies the appropriate parties to remediate any identified vulnerabilities
within an acceptable time frame according to the nature of the finding. In additxternal vulnerability threat
assessments are performed regulaldy independent security firmsFindings and recommendations resulting from
these assessments are categorizet delivered toAWSleadership. These scans are done in a manner to enshee
health and viability of the underlying AWS infrastru
scans required to meet their specific compliance requirements. Customenggaest permission t@onduct scans of
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their cloud infastructureas | ong as they are | imited to the custome
Use Policy Advance approval for thesetypes of scans can bdnitiated by submitting a requestto aws
security@amazon.com

Secure Design Principles

AWS's development process follows secure software de
by the AWS Security Tearthreat modelingandcompletion of a risk assessmen$taticcode analysis tools are run as a
part of the $andard build process, and aleployed software undergoesecurring penetration testingperformed by
carefully selected industry experts. Our security risk assessment reviews begin during the design phdse and
engagement lasts through launtd ongoing operations

Monitoring

AWS utilizes automated monitoring systems to provide a high level of service performance and avaiRdoéttive
monitoring is available through a variety of online tools both for internal and external use.

Systems within AWS are extensively instamtedto monitor key operational metrics. Alasrareconfigured to notify
operations and management personnel when early warning thresholds are crossed on key operational metrics. An or
call schedule is used such that personnel are always availabdspomd to operational issues, including a pager system
so that alarms are reliably communicateddperationspersonnel.

Documentation is maintained to aid and infowperationspersonnel in handling incidents or issudfthe resolution of

an issue equires collaboration, a conferencing system is used which supports communication and logging
capabilities. Trained all leaders facilitate communication and progress during the handling of operational issues that
require collaboration.Postmortems areconvened after any significant operational isstegardless oéxternal impact

and Cause of Error (COE) documents are drafted such that the root cause is captured and that preventative actions
taken for the future.Implementation of the preventativeneasures is tracked during weekly operations meetings.

Information and Communication

AWS has implemented various methodsraérnal communication at a global level to help employees understand their
individual roles and responsibilitiead to ensurahat significant events are communicated in a timely manriEnese
methods include orientation and training programs for newly hired employeegular management meetings for
updates on business performance and otheaitters; and electronics means such dgeo conferencingelectronicmail
messages, and the Amazon intranet.

AWS has also implemented various methodseafernal communication to support its customer basnd the
community. Mechanisms are in place to allow the customer support team tmbtfied of operational issues that
impact the customer experienceA "Service Health Dashbodris available and maintained by the customer support
team to alert customers to anigsues thatmay be of broadmpact. A Sé&curity Centér i s al so avail
customers with a single location to obtain security details about AWS.

Customers may subscribe to Premium Support offerings that include direaghuoaivation with the customer support
team and proactivalertsto anycustomer impactingssues.

Employee Lifecycle

AWS has established formal policies and procedures to delineate the minimum standards for logical access to A\
platform andinfrastructurehosts. AWS requires that staff with potential access to customer data undergo an extensive
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background check (as permitted by law) commensurate with their position and level of access td ldataolicies also
identify functional responsilities for the administration of logical access and security.

Account Provisioning
The responsibility for provisioning employee and contractor access is shared across Human Resources (HR), Corpc
Operations and Service Owners.

A standard employee arontractor account with minimum privileges is provisioned in a disabled state when a hiring
manager submits his or her approval. The account i s
Amazon’s HR system.

Access to other resourceancluding Services, HastNetwork devices, Windows and UNIX grompsst be explicitly
approved in Amazon’'s proprietary permissi on #hbhchaagee me
effected in the permissions management tool are captuieén audit. When changes in an emp
occur,continuedaccess must be explicitly approved to the resource or it will be automatically revoked.

Account Review
Every acessgrantis reviewed every 90 days; explicitapproval isrequired or access to the resource is automatically
revoked.

Access Removal

Access is automatically revoked when an employee’s
Wi ndows and UNI X accounts are di s@atbysterdrenmoves theAusea zomrmall s
systems.

Password Policy

Access and administration of logical security for Amazon relies on usepasvordsand Kerberosto authenticate
users to services, resources and devices as well as to authorize the apprdpriel of access for the uselAWS
Securityhas established a password myliwith required configurations and expiration intervals.

Physical Security

Amazonrhas many years of experience in designing, constructing, and operatinestzalgedatacentes. This experience

has been applied to the AWS platform and infrastructure. AWS datacenters are housed in nondescript facilitie
Physical access is strictly controlled both at the perimeter and at building ingress points by professional security st
utilizing video surveillance, intrusion detection systems, and other electronic means. Authorized staff must pass twc
factor authentication a minimum of two times to access datacenter floors. All visitors and contractors are required tc
present identifcation and are signed in and continually escorted by authorized staff.

AWS only provides datacenter access and information to employees and contractors who have a legitimate busine
need for such privileges. When an employee no longer has a businedsfarethese privileges, his or her access is
immediately revoked, even if they continue to be an employee of Amazon or Amazon Web Services. All physical acc
to datacenters by AWS employees is logged and audited routinely.

Environmental Safeguards
Amazon's data centers are state of the art, uti i zi ng

Redundancy
AWSdata centers are designed to anticipate and tolerate failure while maintaining service, lewelgre built in
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clusters in various global regions. &lf  Ad¥f&centers are online and serving traffto dat a c é&ntlenr cia
of failure, automated processes move traffic away from the affected area. Core applications are deployed to an N-
standard, sdhat in the event of a data center failure, there is sufficient capacity to enable traffic to bebmladced to

the remaining sites.

Fire Detection and Suppression

Automatic fire detection and suppression equipment has been installed to reduceTitigkfire detection system utilizes
smoke detection sensors in all data center environments, mechanical and electrical infrastructure spaces, chiller roor
and generator equipment rooms. These areas are protected by eithempipet doubleinterlocked preaction, or
gaseous sprinkler systems.

Power

The data center electrical power systems are designed to be fully redundant and maintainable without impact tc
operations, 24 hours a dagnd severdays a week.Uninterruptible Power Supplf PS) units prage backup power in

the event of an electrical failure for critical and essential loads in the facility. Data centers use generators to provid
backup power for the entire facility.

Climate and Temperature

Climate controlis required to maintain a catant operating temperature for servers and other hardware, which
prevents overheating and reduces the possibility of service outages. Data centers are conditioned to maintai
atmospheric conditions at optimal levels. Personnel and systems monitor artitbictemperature and humidity at
appropriate levels.

Management
AWS monitors electrical, mechanical and life support systems and equipment so that any issues are immediatel

identified. Preventative maintenance is performed to maintain the continyaerability of equipment.

Configuration Management

Emergency, nomoutine, and other configuration changes to existing AWS infrastructure are authorized, logged, tested,
approved, and documented in accordance with industry norms for similar systemst Wpda t o A WS’ i nfr
done in such a manner that in the vast majority of cases they will not impact the customer and thefrthiseservices

AWS will communicate with customers, either via email, or through the AWS Service Health Dashboar
(http://status.aws.amazon.con)/whenservice usas likely tobe adverselyaffected.

Software
AWS applies a systematic approach to managing change so that changes to customer impacting services are thorougt
reviewed, tested, approved and well communicated.

The goal of AWS’ change management pr oc e s stomastainttiee p e
integrity of service to the customerChanges deployed into production environments are:

1 Revewed:Peer reviews of the technical aspects of a change

9 Tested: being applied will behave as expected and not adversely impact performance

1 Approved: toprovide appropriate oversight and understanding of business impact

Changes are typically pushed into production in a phased deployment starting with lowest ianpast Deployments

are tested on a single systemnd closely monitored so impact can be evaluat&ervice owners have a number of
configurable metrics that measure the health of t he
monitored with thresholds and alarming in placRollback pocedures are documented in the Change Management
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(CM) ticket.

When possible, changes are scheduled during regular change windowstgency changes to production systems that
require deviations from standard change management procedures are assowdtedn incident and are logged and
approved as appropriate.

Periodically, AWS performs salfidits of changes to key services to monitor quality, maintain high standards and to
facilitate continuous improvement of the change management procéss/ excetions are analyzed to determine the
root cause and appropriate actions are taken to bring the change into compliance or roll back the change if necessa
Actions are then taken to address and remediate the process or people issue.

Infrastructure

A ma zsaCorporate Applications team develops and manages software to automate IT processes for UNIX/Linux ho
in the areas of thireparty software delivery, internally developed software and configuration management. The
Infrastructure team maintains and opates a UNIX/Linux configuration management framework to address hardware
scalability, availability, auditing, and security management. By centrally managing hosts through the use of automate
processes that manage change, the Company is able to achiegeaits of high availability, repeatability, scalability,
robust security and disaster recovery. Systems and Network Engineers monitor the status of these automated tools or
daily basis, reviewing reports to respond to hosts that fail to obtain or upiieie configuration and software.

Internally developed configuration management software is installed when new hardware is provisioned. These too
are run on all UNIX hosts to validate that they are configuredthatdsoftware is installed icompliarce withstandard
determined by the role assigned to the host. This configuration management softwarénel|z®ensure that all
packages installed on the host arpdated regularly. Only approvgetrsonnelenabledthroughthe permissions service

may login to the central configuration management servers.

Business Continuity Management
AWS’ p If iom c is @ domtimnuous availattity.” ” I n the event of systems or |
systems to tolerate those failures without customer impact.

Availability

The AWS data centers are designed to anticipate and tolerate failure while maintaining service level&nieataace

built in clusters in various global regions. All data centers are online and sengitogners no dat a center
In case of failure, automated processes move customer data traffic away from the affected area. Core applications &
deployedin an N+1configuration. h the event of a data center failure, there is sufficient capafatythe remaining
sitesto serve the load

Customersshould architect their AWS usage to take advantagerefions and Availability ades Distributing
applications across multiplavailability Zonesprovidesthe ability to remain resilient in the face afost failure modes
includingnatural disasters or system failures.

Incident Response

The Amazon Incident Management team employs industayndard diagnosis procedures to drive resolution during
businessmpacting events. Staff operators provide 24 x 7 x 365 coverage to detect incidents and to manage the impa
and resolution.

BusinesLontinuityPlan
A WSBusiness Continuity Plan (BCP) drives standard practices to support ongoing, worldwide business and the ability
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scale to the increased scope of catastrophic events. Standard practices are supplemented with dedicated preparati
for significant disruptions AWSmaintains current response plans for a series of disaster scenarios, and the response i
tested in production by simulating disasters. All of these practices are subject to ongoing Cemgemnd executive
review.

Testing
AWStests critical systems under simulated conditions of catastio failure at least annually andses routine

maintenance intervals and external events as testing opportunities.

CompanyWide Executive Review
Amazon’s | nter nal yadidBudinesg Continyty Rpaast whichdare @aobdically reviewed byhie
Senior Executive team anlde Audit Comnitee of the Board of Directors.

Backups

Data stored in Amazon S3, Amazon SimpleDB, or Amazon Elastic Block Store is redundzohiity stoltiple physical
locations as part of normal operation of those services and at no additional charge. Amazon S3 and Amazon Simple
ensure object durability by storing objects multiple times across multgkglability Zoneson the initial writeand then
actively doing further replication in the event of device unavailability or detectedohit Amazon EBS replication is
stored within the same Availability Zone, not across multiple zones and therefore it is highly recommended tha
customers condct regular snapshots to Amazon S3 in order to ensure-temg data durability. For customers that

have architected complex transactional databases using EBS, it is recommended that backups to Amazon S3
performed through the DBMS so that distributecinsactions and logs can be checkpointe®WS does not perform
backups of data that are maintained on virtual disks attached to running instances on Amazon EC2.

Storage Device Decommissioning

When a storage device has reached the end of its useful life, AWS procedures include a decommissioning process |
designed toensure customer data are not exposed to unauthorized individuals. AWS uses the techniques detailed |
DoD 5220.2M ( “ Naltrn downsatlr i al Security Progratm8 OpetGait debi Ma
Sanitzation’ ) to destroy data as part of the decommi ssi o
decommissioned using these procedures the device will be us=gal or physically destroyed in accordance with
industry-standard practices

Fault Separation

AWSprovides customers the flexibility to place instaneasl store datawithin multiple geographic regions as well as
across multiple Availability Zonasgthin each region Each Availability Zone is desigrsdan independent failure zone
This means that Availability Zones aypically physically separated withia metropolitan region andire indifferent

flood plains. In addition to discrete uninterrwgiile power source (UPS) and onsite backup generation facilities, they are
each fed via different grids from independent utilities to further reduce single points of faikwailability Zoneare all
redundantly connected to multiple tiet transit provilers.
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US East Reﬁion (N. VA) EU West Region (IRE)

/7~ \

Availability Availability
Zone A Zone B
Availability Availability
Y y | Zone A Zone B
Availability Availahility \ y 4
Zone C — . . .
US West Region (N. CA) APAC Region (Singapore)
Availability Availability Availability Availability
Zone A Zone B Zone A Zone B

NS N

It should be noted that although traffic flowing betweéwailability Aneswithin a single region is on AW8ntrolled
infrastructure, all communications betweemegions is across public Internet infrastructuredppropriate encryption
methods should be used to protect sensitive data.

The selection of a region within an acceptable geographic jurisdiction to the customer provides fasudiation to
meeting locatiordependentprivacy and compliance requirements, such as the EU Data Privacy Diréxditeeare not
replicated between regionanless proatively done so by the customer, thus allowing customers witse types of
data plaement and privacy requireamts the ability to establish complaint environments

Amazon Account Security Credentials

AWS provides a number of ways for customers to identify themselves and securely access their account. A complete
of credentials suported by AWS can be found on the Security Credentials page under Your Account. AWS also provid
two additional security options that enable customers to further protect their account and control ackkgg:Factor
Authentication and Key Rotation.

AWS Multi-Factor Authentication (AWS MFA)

AWS MultiFactor Authentication (AWS MFA) is an additional layer of security that offers enhanced control over AW
account settings. When customers enable this-mpaccount feature, they will need to provide a-digit singleuse
code in addition to their standard AWS account credentials before access is granted to their AWS account setting
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Customers get this single use code from an authentication device that they keep in their physical possession. This
calledMulti-Factor Authentication because two factors are checked before access is granted to an account: custome
need to provide both their Amazon emaild and password (the first “factor
code from their authenticationdei ce (t he second “factor”: something yo

It is easy to obtain an authentication device from a participating third party provider and to set it up for use via the AW.

website. More information about muHiactor authentication is available on the /&SN website
(http://aws.amazon.com/mfaj.

Key Rotation

For the same reasons as it is important to change passwords frequently, AWS recommends that customers rotate th
access keys and certificates on a regulas bas . To | et customers do this with
availability, AWS supports multiple concurrent access keys and certificates. With this feature, customers can rotate ke
and certificates into and out of operation on a regubasis without any downtime to their application. This can help to
mitigate risk from lost or compromesi access keys or certificates.

Network Security

The AWS network provides significant protection against traditional network security issues and themausan
implement further protection. The following are a few examples:

Distributed Denial Of Service (DDoS) Attacks

AWS Application Programming Interface (API) endpoints are hosted on large, Irdeatet worleclass infrastructure

that benefits fromt he same engineering expertise that has bui
Proprietary DDoS mitigation techni gue somadaeross a ruchber oA d d
providers to achieve Internet access diversity.

Man In the Middle (MITM) Attacks

All of the AWS APIs are available via88lected endpoints which provide server authenticatioAmazon EC2 AMIs
automatically generatmew SSH host <certificates on first boot an
then use thesecure APIs to call the console and access the host certificates before logging into the instance for the fir
time. Customers are encouraged teeuSSL for all of their interactions with AWS.

IP_Spoofing
Amazon EC2 instances cannot send spoofed network traffic. ThecAnt#8lled, hostbased firewall infrastructure will

not permit an instance to send traffic with a source IP or MAC address dtariits own.

Port Scanning

Unauthorized port scans by Amazon EC2 customers are a violation AiNs&\cceptable Use Policy. Violations of the
AWSAcceptableUse Policy are taken seriously, and every reported violation is investigated. Customers can report
suspected abuse via the contacts availateour website ahttp://aws.amazon.com/contactis/report-abuse/ When
unauthorized port scanning is detected it is stopped and blocked. Port scans of Amazon EC2 instances are gener
ineffective because, by default, all inbound ports on Amazon EC2 instances are closed and are only opened by 1
customer. Thecst omer ' s strict management of security group:
customer configures the security group to allow traffic from any source to a specific port, then that specific port will be
vulnerable to a port scan. lthese cases, the customer must use appropriate security measures to protect listening
services that may be essential to their application from being discovered by an unauthorized port scan. For example
web server must clearly have port 80 (HTTP) opmethé world, and the administrator of this server is responsible for
ensuring the security of the HTTP server software, such as ApaChstomersmay request permissidao conduct
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vulnerability scans as required to meet their specific compliance requiresnefhese scansust be limited to the
customer’s own instances and must Advanted appravdl forttrese ttypes of A V
scans can be initiated by submitting a requesaws-security@amazon.com.

Packet sniffing byther tenants

I't is not possible for a virtual instance running ir
different virtual instance. While customers can place their interfaces into promiscuous mode, the hypervisor will no
deliver any traffic to them that is not addressed to them. Even two virtual instances that are owned by the same

customerl ocated on the same physical host cannot | isten |
not work within Amazao EC2. While Amazon EC2 does provide ample protection against one customer inadvertently ¢
mal i ciously attempting to view another’s data, as a ¢

Amazon Virtual Private Cloud (Amazon VPC)

Amazon Virtual Private Cloud (AmazovPQ is a secure and seamless Dbridec
infrastructure and theAWScloud. Amazon/PCenables enterprises to connect their existing infrastructure to a set of
isolated AWS compute resources via ainttal Private Network (VPN) connection, and to extend their existing
management capabilities such as security services, firewalls, and intrusion detection systems to includéM&eir
resources. AmazovPUdntegrates today with AmazoBC2 and will integate with otherAWSservices in the future.

Customer’s isolated
AWS resources

Subnets

VP,
Gateway

EC2

€2 Amazon
Web Services
Cloud

EC2

Secure VPN
Connection over
the Internet

Customer’s
Network

AmazonVPCprovides endo-end network isolation by utilizing a custoragrovided IP address range, and routing all
net work traffic b\WCandkdatacentehteroughuas indostseandargd encrypd IPsed/PN  This
allows the custometto leverage their preexisting security infrastructuréviore information about Amazon VP€
available on the AWS websitetip://aws.amazon.com/vpc).

Amazon Elastic Compute Cloud (Amazon EC2) Security

Security within Amazon EC2 is provided on multiple levels: the operating system (OS) of the host system, the virtt
instance operating system or guest OS, a firewall, and signed API calls. Each of these items b@ildapabifities of

the others. The goal is to ensure that data contained within Amazon EC2 cannot be intercepted by unauthorize
systems or users and that Amazon EC2 instances themselves are as secure as possible without sacrificing the flexibili
configuration that customers demand.
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Multiple Levels of Security

Host Operating System: Administrators with a business need to access the management plane are required to use multi
factor authentication to gain access to purpdseilt administration hosts. fese administrative hosts are systems that
are specifically designed, built, configured, and hardened to protect the management plane of the cloud. All such acce
is logged and audited. When an employee no longer has a business need to access the matplgeethe privileges

and access to these hosts and relevant systems are revoked.

Guest Operating System: Virtual instances are completely controlled by the customer. Customers have full root access
or administrative control over accounts, servicagd applications. AWS does not have any access rights to customer
instances and cannot log into the guest OS. AWS recommends a base set of security best practices including: custon
should disable passworahly access to their hosts, and utilize somenfioof multi-factor authentication to gain access to
their instances (or at a minimum certificabmsed SSH Version 2 access). Additionally, customers should employ &
privilege escalation mechanism with logging on a-y&gr basis. For example, if the gu®S is Linux, after hardening
their instance, they should utilize certificabmsed SSHv2 to access the virtual instance, disable remote root login, use
commandl i ne | ogging, and use ‘sudo’ for pri viylpargieorderdoc a |
guarantee that they are unique, and not shared with other customers or with AWS.

Firewall: Amazon EC2 provides a complete firewall solution; this mandatory inbound firewall is configured in a defaul
deny mode and Amazon EC2 custosmetust explicitly open all ports needed to allow inbound traffic. The traffic may be
restricted by protocol, by service port, as well as by source IP address (individuaClissless Intddomain Routing
(CIDR) block).

The firewall can be configured groups permitting different classes of instances to have different rules. Consider for
example, the case of a traditional thréiered web application. The group for the web servers would have port 80
(HTTP) and/or port 443 (HTTPS) open to the Interrfidte group for the application servers would have port 8000
(application specific) accessible only to the web server group. The group for the database servers would have port 33
(MySQL) open only to the application server group. All three groups vpautdit administrative access on port 22

( SSH) , but only from the customer’'s corporate networl
mechanism. See diagram below:

bTi AWS employs a private network with
Web Tier ssh support for secure access

between tiers and is configurable to

\ EC2 l limit access between tiers
\ \ -

Application Tier
\\\\V EC2

\\\ ’ Database Tier
\\ ‘\ EBS Volume

Ports 80 and 443 only
open to the Internet

-

Engineering staff have ssh
access to the App Tier,
which acts as Bastion

Authorized 3™ parties can
be granted ssh access to
select AWS resources, such ’ hv

as the Database Tier All other Internet ports
blocked by default Amazon EC2
Security Group Firewall
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The firewal/l i sn’t cont r oit requites thehcustomeay's X.50% certificate eusdtkey @S ;
authorize changes, thus adding an extra layer of security. AWS supports the ability to grant granular access to differe
administrative functions on the instances and the firewall, therefore enghiite customer to implement additional
security through separation of duties. The level of security afforded by the firewall is a function of which ports are
opened by the customer, and for what duration and purpose. The default state is to deny alirigctraffic, and
customers should plan carefully what they will open when building and securing their applicationsnfeveied traffic
management and security design are still required on aipgiance basisAWS further encourages customers to appl
additional perinstance filters with hosbased firewalls such as IPtables or the Windows FirewallNdds This can
restrict both inbound and outbound traffic on each instance.

API: Calls to launch and terminate instances, change firewall parametedsperform other functions are all signed by
the customer’s Amazon Secret Access Key. Amaaim ECR ARI tallsa c
cannot be made on his/her behalf. In addition, API calls can be encrypted with SSL tomtaintaientiality. Amazon
recommends always using §8btected API endpoints.

The Hypervisor

Amazon EC2 currently utilizes a highly customized version of the Xen hypervisor, taking advantage of paravirtualizat
(in the case of Linux guests). Becapaeavirtualized guests rely on the hypervisor to provide support for operations
that normally require privileged access, the guest OS has no elevated access to the CPU. The CPU provides four sep
privilege modes: 4B, calledrings. Ring O is the mosprivileged and 3 the least. The host OS executes in Ring O.
However, rather than executing in Ring 0 as most operating systems do, the guest OS runs inpaivédeged Ring 1

and applications in the least privileged Ring 3. This explicit virtualizaf the physical resources leads to a clear
separation between guest and hypervisor, resulting in additional security separation between the two.

Instance Isolation

Different instances running on the same physical machine are isolated from eachvitibe Xen hypervisor. Amazon

is active in the Xen community, which ensures awareness of the latest developments. In addition, the AWS firew:
resides within the hypervisor layer, between the physical network interface and the instance's virtuahdaterAll
packets must pass through this |l ayer, thus an instan
host on the Internet and can be treated as if they are on separate physical hosts. The physical RAM is separated us
similarmechanisms.
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Customer instances have no access to raw disk devices, but instead are presented with virtualized disks. The A
proprietary disk virtualization layer automatically resets every block of storage used by the customer, ensuring that on
cusomer’s data are never unintentionally exposed to ai
data using appropriate means. One common solution is to run an encrypted file system on top of the virtualized dis
device.

Elastic Block Storage (Amazon EBS) Security

Amazon EBS volume access is restricted to the AWS Account ID that created the volume, thus denying all other acco
the permissionto view or access the volume. However, a customer can cratazon S3napshots of their Amazon
EBS volume and enable other accounts the abilityuse the shared snapshot as the basis for creating their own
volumes. Customers also have thdliabto make Amazon EBS volume snapshmiklicly available to all AWSars.
Sharing Amazon EBS volume snapshiiies not provideother AWS usersvith the permissionto alter or delete the
original snapshot as that right is explicitly reserved for the AWS account that created the vomiEBS snapshot is a
block level view of anrgire EBS volume. Data which is not visible through the file system on the volume, such as file:
which have been deleted, may be present in the EBS snapshot. Customers that want to create shared snapshots shc
do so carefully. If a volume has held siéime data or has had files deleted from it, a new EBS volume should be created.
The data to be contained in the shared snapshot should be copied to the new volume, and the snapshot created fro
the new volume.

Amazon EBS volumes are presentedhi® customer as raw unformatted block devicegich have been wiped prior to
being made available for use. Customers that have procedures requiring that all data be wiped via a specific methc
such as those detailed in DoD 5220M2 ( “ Nat i ohalSelcmududtyr iPek ogram Oped8at i
(“ Gui del i n &anitizétiorr ) halketlei ahility to do so on Amazon EBS. Customers should conduct the
specializedwipe procedure prior to deletinghe volume to ensure compliance with their edtished requirements.
Encryption of sensitive data is generally a good security practice, and AWS encourages users to encrypt their sensi
data via a algorithm consistent with their stated security policy.

Amazon Simple Storage Service (Amazon S3) Security

With any shared storage system, the most common security question is whether unauthorized users can acce
information either intentionally or by mistake. To ensure that customers have flexibility to determine how, when, and
to whom they wish teexpose the information they store in AWS, Amazon S3 APIs provide both bac#taibjectlevel
access controls, with defaults that only permit authenticated access by the bucket and/or object creator. Unless
customer grants anonymous access to theiragahe first step before a user can access data is to be authenticated using
an HMAGSHA1l signature of the request using the wuser’s p
the user has been granted Read permissions in an AccesoLloistr(ACL) at the object level. An authenticated user
can list the keys and create or overwrite objects in a bucket only if the user has been granted Read and Wri
permissions in an ACL at the bucket level. Bucket and object level ACLs are indemandbject does not inherit ACLs
from its bucket. Permissions to read or modify the bucket or object ACLs are themselves controlled by ACLs that defa
to creatoronly access. Therefore, the customer maintains full control over who has access tatheilCustomers can
grant access to their Amazon S3 data to other AWS users by AWS Account ID or email, or DevPay Product ID. Custo
can also grant access to their Amazon S3 data to all AWS users or to everyone (enabling anonymous access).

Data Management

For maximum security, Amazon S3 is accessible via SSL endpoints. The encrypted endpoints are accessible from
the Internet and from within Amazon EC2, ensuring that data are transferred securely both within AWS and to and fror
sources outside oAWS.
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Securing data at rest involves physical security an
Amazon employs multiple layers of physical security measures to protect customer data at rest. For example, physi
access to Ammeon S3 datacenters is limited to an audited list of Amazon personnel. Encryption of sensitive data i
generally a god security practice, and AWEhcourages users to encrypt their sensitive data before it is uploaded to
Amazon S3.

When an object is deted from Amazon S3, removal of the mapping from the public name to the object starts
immediately, and is generally processed across the distributed system within several seconds. Once the mapping
removed, there is no remote access to the deleted objébthe underlying storage area is then reclaimed for use by the
system.

Amazon S3s designed to provide 99.999999999% durability and 99.99% availability of objects over a given yea
Objects are redundantly stored on multiple devices across mulfgaidities in an Amazon S3 Region. To help ensure
durability, Amazors3 PURNd COPYperations synchronously store your data across multiple facilities before returning
SUCCES®Once stored, Amazon S3 helps maintain the durability of your objects byygdatiecting and repairing any

lost redundancy. Amazon S3 also regularly verifies the integrity of data stored using checksums. If corruption
detected, it is repaired using redundant data. In addition, Amazon S3 calculates checksums on all netioro traff
detect corruption of data packets when storing or retrieving data.

Amazon S3 provides further protection via Versioning. You can use Versioning to preserve, retrieve, and restore eve
version of every object stored in your Amazon S3 bucket. Withideng, you can easily recover from both unintended
user actions and application failures. By default, requests will retrieve the most recently written version. Older version
of an object can be retrieved by specifying a version in the requésti carfurther protect your versions using Amazon
S3Versioning's MFA Delete feature, once enabled for an S3 bucket, each version deletion request must include the s
digit code and serial number from yolt=A(Multi-Factor Authentication) device.

Access Logging

An Amazon S3 bucket can be configured to log access to the bucket and objects withim diccess log contains details
about each access request including request type, t h
the request. When logging is enabled for a bucket, log records are periodically aggregated into log files and delivered 1
the specified Amazon S3 bucket.

Amazon SimpleDB Security

Amazon SimpleDB APIs provide dordairel controls that only permit authenticateaccess by the domain creator,
therefore the customer maintains full control over who has access to their data.

Amazon SimpleD8ccess can be granted based on an AWS Account ID. Once authenticated, a subscriber has full acc
to all user operations. Access to each individual domain is controlled by an independent Access Control List (ACL) 1
maps authenticated users to the dwins they own.

Amazon SimpleDB is accessible viaed8typted endpoints. The encrypted endpoints are accessible from both the
Internet and from within Amazon EC2. Data stored within Amazon SimpleDB is not encrypted by AWS; however t
customer can rcrypt data before it is uploaded to Amazon SimpleDB. These encrypted attributes would be retrievable
as part of a Get operation only. They could not be used as part of a query filtering condition. Encrypting before sendil
to Amazon SimpleDB helps ensthat no party, including AWS, has access to sensitive customer data.

Amazon SimpleDB Data Management

When a domain is deleted from Amazon SimpleDB, removal of the domain mapping starts immediately, and is genera
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processed across the distributed s3r® within seconds. Once the mapping is removed, there is no remote access to the
deleted domain.

When item and attribute data are deleted within a domain, removal of the mapping within the domain starts

immediately, and is also generally complete witseconds. Once the mapping is removed, there is no remote access to

the deleted data. That storage area is then made available only for write operations and the data are overwritten b
newly stored data.

Amazon Relational Database Service (Amazon RDS) Security

Amazon RDS allows you to quickly create a relational database instance and flexibly scale the associated comp
resources and storage capacity to meet application demaxdazon RDS manages the database instance on your
behalf by performing bekups, handling failover, and maintaining the database software.

Amazon RDS DB Instance access is controlled by the customer via Database Security Groups which are akin to Amr
EC2 Security Groups, but are not interchangeable. Database SecuritysGrode f aul t t o a “deny
customers must specifically authorize network ingress. There are two ways of doingathisorizing a network IP
range, or authorizing an existing Amazon EC2 Security Group. Database Security Groups oalycedlevio the
database server port (all others are blocked) and can be updated without restarting the Amazon RDS DB Instance, wh
allows a customer seamless control of their database access.

Amazon RDS generates an SSL certificate for each DB Insddloeéng customers to encrypt their DB Instance
connections for enhanced security.

Once an Amazon RDS DB Instance deletion API (DeleteDBInstance) is run, the DB Instance is marked for deletion
once the instance no | oihlaebeeniremdvedc &\t tlasspoirt the ihstamce is go' longett ¢
accessible and unless a final snapshot copy was asked for, it cannot be restored and will not be listed by any of the to
or APIs.

Amazon Simple Queue Service (Amazon SQS) Security

Amazon 8S is a highly reliable, scalable message queuing service that enables asynchronous -lessshge
communication between distributed components of an application. The components can be computers or Amazon E(
instances or a combination of both. With Amaz8QS you can send any number of messages to an Amazon SQS queu
at any time from any component. The messages can be retrieved from the same component or a different one rigt
away or at a later time (within 4 days). Messages are highly durable; eacdagees persistently stored in highly
available, highly reliable queues. Multiple processes can read/write from/to an Amazon SQS queue at the same tin
without interfering with each other.

Amazon SQS access is granted based on an AWS AccoubhdBauthenticated, a user has full access to all user
operations. By default, access to each individual queue is restricted to the AWS account ID that crédwadbiter, a
customer can allow other access to a queue, using either arg8Q@ated policy oa policy written by the user.

Amazon SQS is accessible via€®Stypted endpoints. The encrypted endpoints are accessible from both the Internet
and from within Amazon EC2. Data stored within Amazon SQS are not encrypted by AWS; however the usgmptan enc
data before it is uploaded to Amazon SQS, provided that the application utilizing the queue has a means to decrypt tl
message when retrieved. Encrypting messages before sending them to Amazon SQS helps ensure that no pa
including AWS, has accdsessensitive customer data.
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Amazon CloudFront Security

Amazon CloudFront requires every request made to its control APl be authenticated. This ensures that on
authenticated users can create, modify or delete their own Amazon Cloudéisinbutions. Requests are signed with

an HMAGSHA1 signature calculated from the request and t
control APl is only accessible via-88trypted endpoints.

There is no guarantee of durabilibf data held in Amazon CloudFront edge locatioifie service may from time to

time remove objects from edge locations if those objects are not requested frequently. Durability is provided by
Amazon S3, which works as the origin server for Amazon ClmtdRolding the original, definitive copies of objects
delivered by Amazon CloudFront.

I f you want control over who is able to download con:
content feature. This feature has two componenttste first controls how the Amazon CloudFront edge locations access
your objects in Amazon S3. The second controls how content is delivered from the Amazon CloudFront edge location
viewers on the internet.

To control access to the original copies oftiyobjects in Amazon SBmazonCloudFront allows you to create one or
more “Origin Access Il dentities” an dOrigirsAscesddertitly is assohiaesl e |
with an AmazorCloudFrontdistribution, the distribution will use that identity to retrieve objects from Amazon S3. You
can then use Ama zwhichlingt8dcsess foGhat OfiginaAtcass Elentity so the original copy of the
object is not public readable.

To control who is able to download your objects from Amazon CloudFront edge locations, the service uses-&Bgned
verification system. To use this system, you first create a prikeyepublickey pair, and upload the public key to your
account via the Amazon WelerSices website. Second, you configure ygmnazonCloudFront distribution to indicate
which accounts you would authorize to sign requestgou can indicate up to five AWS accounts you trust to sign
requests. Third, as you receive requests you will cee@blicy documents indicating the conditions under which you
want Amazon CloudFront to serve your content. These policy documents can specify the name of the object that
requested, the date and time of the request, and the source IP (or CIDR randp) dfent making the request. You
then calculate the RS8HA1 encoding of your policy document and sign this using your private key. Fourth, you includs
both the encoded policy document and the signature as query string parameters when you referencebjgmts. o
When Amazon CloudFront receives a request, it will decode the signature using your public key. Amazon CloudFront
only serve requests that have valid policy document and matching signature.

Note that private content is an optional feature thatust be enabled when you set up your CloudFront distribution.
Content delivered without this feature enabled will be publicly readable by anyone.

Amazon Cloudfront also provides the ability to transfer content over an encrypted connection (HTTPShelpsich
ensure the authenticity of the content delivered to your users. By default Amazon Cloudfront will accept requests ove
both HTTP and HTTP®tocols.

If you prefer, you can also configure Amazon Cloudfront to require HTTPS for all requeditsaiod all HTTP requests.
For HTTPS requests, Amazon Cloudfront will also utilize HTTPS to retrieve your object from Amazon S3, so that your
object is encrypted whenever it is transmitted.
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Amazon CloudFront Access logs contain a comprehensivef s&ormation about requests for content, including the
object requested, the date and time of the request, the edge location serving the request, the client IP address, th
referrer, and the user agent. To enable access logs just specify the name Axinimon S3 bucket to store the logs in
when you configure your Amazon CloudFront distribution.

Origin Server

Amazon Elastic MapReduce Security

Amazon Elastic MapReduce requires every request made to its APl be authenticated. This ensures that ol
authenticated usergan create, lookup, or terminate their job flows. Requests are signed with an ¥BAAC signature
calculated from the request and the user’'s private Kk
its web service APIs and the console.

When launching job flows on behalf of a customer, Amazon Elastic MapRsetsagp an Amazon EC2 security group of
the master node to only allow external access via SSH. The service creates a separate security group of the slaves w
does not allow any external access. To protect customer input and output datasets, Amagto EhpReduce
transfers data to and from S3 using SSL.
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APPENDIX — GLOSSARY OF TERMS

AMI: An Amazon Machine Image (AMI) is an encrypted machine image stored in Amazon S3. It contains all tl
information necessary to boot instances of a customer

API: Application Programming Interface (API) is an interface in computer science dfiaeglthe ways by which an
application program may request services from libraries and/or operating systems.

Authentication: Authentication is the process of determining whether someone or something is, in fact, who or what it
is declared to be.

Availability Zone: Amazon EC2 locations are composed of regions and Availability Zones. Availability Zones are distir
locations that are engineered to be insulated from failures in other Availability Zones and provide inexpensive, lo\
latency network conectivity to other Availability Zones in the same region.

Bucket: A container for objects stored in Amaz88 Every object is contained within a bucket. For example, if the
object named photos/puppy.jpg is stored in the johnsmith bucket, then it is addrssable using the URL
http://johnsmith.s3.amazonaws.com/photos/puppy.jpg

CIDR Block: Block of IP addresses.

EBS: Amazon Elastic Block Store (EBS) provides block level storage volumes for use with Amazon EC2 instances. Am
EBS volumes are dfistance storage that persists independently from the life of an instance.

HMAC-SHAL: In cryptography, a keyeHash Messagy Authentication Code (HMAC or KHMAC), is a type of message
authentication code (MAC) calculated using a specific algorithm involving a cryptographic hash function in combinatic
with a secret key. As with any MAC, it may be used to simultaneously vetiifyih®e data integrity and the authenticity

of a message. Any iterative cryptographic hash function, such as MD5 et, $ky be used in the calculation of an
HMAC; the resulting MAC algorithm is termed HMADGS5 or HMAESHAL accordingly. The cryptograpsiength of

the HMAC depends upon the cryptographic strength of the underlying hash function, on the size and quality of the ke
and the size of the hash output length in bits.

Hypervisor: A hypervisor, also called Virtual Machine Monitor (VMM), is amdsr software/hardware platform
virtualization software that allows multiple operating systems to run on a host computer concurrently.

IP Address: An Internet Protocol (IP) address is a numerical label that is assigned to devices patrticipating in rcompu
network utilizing the Internet Protocol for communication between its nodes.

IP Spoofing: Creation of Internet Protocol (IP) packets with a forged source IP address, called spoofing, with the purpos
of concealing the identity of the sender or impensting another computing system.

Object: The fundamental entities stored in Amaz88 Objects consist of object data and metadata. The data portion is
opaque to Amazo®s3 The metadata is a set of namalue pairs that describe the object. These inclsdene default
metadata such as the date last modified and standard HTTP metadata such as JgpenThe developer can also
specify custom metadata at the time the Object is stored.

Paravirtualization: In computing, paravirtualization is a virtualizatitechnique that presents a software interface to
virtual machines that is similar but not identical to that of the underlying hardware.
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Port Scanning: A port scan is a series of messages sent by someone attempting to break into a computer to learn whic
computer network services, each associated with a "wethwn" port number, the computer provides.

Service: Software or computing ability provided across a network (e.g., EC2, S3).

Stateful firewall: In computing, a statefuirewall (any firewall that performs stateful packet inspection (SPI) or stateful
inspection) is a firewall that keeps track of the state of network connections (such as TCP streams, UDP communicati
traveling across it.

Virtual Instance: Once an AMI &s been launched, the resulting running system is referred to as an instance. All
instances based on the same AMI start out identical and any information on them is lost when the instances ar
terminated or fail.

X.509: In cryptography, X.509 is an Fllstandard for a Public Key Infrastructure (PKI) for Single@ig(6S0O) and
Privilege Management Infrastructure (PMI). X.509 specifies, amongst other things, standard formats for public ke
certificates, certificate revocation lists, attribute certificat@sd a certification path validation algorithm.

amazon

21 web services™



Amazon Web Services Overview of Security Processes August2010

Changes since last version (Nov 2009):
1 Major revision

Changes since last version (June 2009):
1 Change to Certifications and Accreditations section to reflect SAS70
1 Addition of Amazon Virtual Priva@oud (Amazon VPC)
9 Addition of Security Credentials section to highlight AWS NRaltitor Authentication and Key Rotation
1 Addition of Amazon Relational Database Service (Amazon RDS) Security

Changes since last version (Sep 2008):

Addition of Security DesigPrinciples

Update of Physical Security information and inclusion of background checks
Backup section updated for clarity with respect to Amazon EBS
Update of Amazon EC2 Security section to include:
Certificatebased SSHv2

Multi-tier security group detaénd diagram

Hypervisor description and Instance Isolation diagram

Fault Separation

Addition of Configuration Management

Amazon S3 section updated for detail and clarity

Addition of Storage Device Decommissioning

Addition of Amazon SQS Security

Addition d Amazon CloudFront Security

Addition of Amazon Elastic MapReduce Security
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Notices

© 20092010 Amazon.com, Inc., or its affiliates. This whitepaper is provided for informational purposes only. Amazor
Web Services LLC is not responsible for any damagesreld t o t he i nformation in thi
i s” wi t hout warranty of any Kkind, whet her express,
warranties representationsor contractual commitmentdrom Amazon Web Serdas LLC, its affiliates, suppliers, or
licensors. This whitepaper does not modify the applicable terms and conditions governing your use of Amazon We
Services technologies, including the Amazon Web Services website. This whitepaper represents Amazanit¥sb Se
current product offerings as of the date of issue of this document, which are subject to change without notice.
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